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Abstract

Artificial Intelligence and its sub-domain Machine learning contribute to the system
development by learning from previous data, making logical judgements, spotting patterns with
little to no human intervention. Cybersecurity approaches offer modern solutions to provide
security against the attacks and threats. Consequent to the ability of attackers to evade
conventional security solutions, the previous and traditional security measures are not strong
enough to tackle the current time’s security issues. Protecting the data and software products
from the attacks present on servers, computers, smart devices and networks is the practice of
cybersecurity. There are two main factors to combine cybersecurity with Artificial intelligence
(Al); one is considering cybersecurity for situations where Al is implemented and using Al to
improve the cybersecurity measures. It has benefited from various aspects like these models
that provide better security and improve the cybersecurity approaches and their effectiveness,
thus making proficient identification of cyber threats with no human intervention. In this
research article, these two techniques (Al and cybersecurity) have been integrated to provide

Al based solutions for improving the cybersecurity of data and systems.

Keywords: artificial intelligence, cybersecurity, data and software security, spam, malicious

attack.

1 Introduction
Cybersecurity is known as the set of procedures, systems, and human behavior that assists in

protecting electronic resources. In more common terms, it is the domain of employing methods
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and techniques of safeguarding the networks, data, and devices from unauthorized access and
protecting the confidentiality, availability, and integrity (CIA) of the digital data

(information)[1].

The primary objective of the cyber-defense system is to make sure that data presented in the
system is not compromised and is secured. Vulnerabilities and internal loopholes within the
computer networking setup and systems expose these devices and networks to the risk of cyber
threats and attacks. Weaknesses and susceptibilities in the design of Network systems include
lack of adequate protocols, improper design, and unskilled staff. All of these shortcomings
ultimately give rise to the risk of cyber threats on the network system not only from intruders

but the attackers from the outside as well. (Pillai, 2022)

Cyber attacks globally increased by 125% in 2021 compared to 2020, and increasing volumes
of cyber attacks continued to threaten businesses and individuals in 2022. A concerning statistic
is that 67% of SMBs feel that they do not have the in-house skills to deal with data breaches.
However, this issue is mitigated as increasing numbers of SMBs are working with Managed
Service Providers for cyber security; 89% as of 2022, up from 74% in 2020. In 2022,
investment fraud was the most costly form of cyber crime, with an average of $70,811 lost per
victim. In 2022, data breaches cost businesses an average of $4.35 million — up from $4.24

million in 2021[2].

Cybersecurity is striving to defend against the threats to secure and protect the data, algorithms,
and networks. There has been strong competition between defense and cybercriminals since
the time when the first computer virus was developed in 1970. It is becoming difficult and more
complex day by day to defend against these threats and make the network system sophisticated
enough to stay up to the cybercriminal’s pace. In order to tackle this situation, since the last
decade, researchers from the field of cybersecurity have begun to explore and research
Artificial Intelligence (AI) methods and techniques to enhance the cybersecurity of systems
and networks. In the same way, cyber-criminals have also started to use Al to instill highly
sophisticated cyberattacks while being covert regarding their identity and the tracks they
follow. Nevertheless, in this research work, the aim is to emphasize how Al techniques can be
used to improve the cybersecurity of software systems while offending the attackers better, and

preventing system and data breaches[3].
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Advancements in Al have taken several beneficial research outcomes and systems with its
development since the 1950s. Further advancements in technology gave rise to machine
learning (ML) and deep learning (DL) techniques. In current times, Al has been implemented
and used in a number of domains and applications such as agriculture, law, space, healthcare,
business, as well as manufacturing. The consistent performance progression in the computer
software as well as hardware that has also been taken to decrease costs, along with innovative
approaches like cloud computing as well as big data, have led to the deployment of an extensive
range of Al systems with unpredictable abilities. At present, several Al systems have the ability
to perform a wide range of the most difficult and complex tasks involving planning, learning,
problem solving, speech and face recognition, and even decision-making. Starting from the
1980s till today, a significant development has emerged in the domain of Al in the form of
machine learning (ML) technology. This technique assists the systems to learn as well as adapt
to the different conditions by making use of their past patterns, experiences, and knowledge[4].
In the past few years, a subdomain of ML which is also named deep learning (DL) has emerged
enabling machines to determine the converted connection and links in input data, thus giving
more accurate and precise outcomes for predicting, planning, and decision making. Currently,
a significant increase in the interest to employ Al and ML approaches has been witnessed for
addressing the issue of cyber-attacks. A strong drive to use such algorithms and approaches
arises from the significantly high amount of data that is being generated in the digital world,
requiring a number of resources as well as time to evaluate and detect the anomalies, patterns,

and intrusions within the traffic data.

By making use of these techniques, it has become possible to identify possible modern times
spam, detect cyber fraud, phishing, and malware along with dark websites, and uncover
breaches. It is possible to eliminate and eradicate the human deficiencies in the detection
methods of these cybercrimes by making use of Al and ML techniques[5]. In addition to this,
for detecting, identifying, and responding to the sophisticated cyberattacks of the new

generation, there comes the need to implement the proactive approach.

AI/ML algorithms have the potential to quickly show resistance to cyberattacks based on the
ability to grasp and learn from previous training and experiences, in such a way these react to
the future in a timely manner. Some of the most common cybersecurity technologies of current

times are firewalls, intrusion prevention systems (IPS), antivirus software, and unified threat
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management (UTM). Conventional solutions significantly depend on static device
management as per the predetermined rules of network security and lack of automation (or lack
of use of Al techniques). In context to the performance, reaction to the cyberattacks, and error
rate, Al-based systems can perform much better in comparison to the conventional attack
detection methods. These techniques have a much lesser error rate in detecting and defending
attacks than any other traditional defense systems[6]. The AI/ML models have played a
significant role in enhancing performance and also providing intelligent and robust approaches
to identifying and detecting the attacks before and mitigating the damage that these
cyberattacks cause. It makes the algorithms more accurate and capable of performing

cyberattack categorization rapidly and early.

The organization of this research article is as follows: In section 2, an overview of the landscape
of the cybersecurity threats and attacks is presented along with their traditional solutions which
are deployed for the protection of various software systems. In section 3, Fundamentals of
AI/ML techniques are elaborated that are used for enhancing the cybersecurity of the software
systems. Section 4 highlights some techniques to detect cyberattacks and threats using AI/ML.
Section 5 summarizes the research article with a conclusion along with some challenges of the

cybersecurity community that must be addressed in the future[7].

2 Cybersecurity Fundamentals and Threats

In the past few decades, a significant surge has been observed in cyber threats and attack types.
The potential dangers and the risks of all security data breaches are known as threats, and
making an attempt to commit the breach is called an attack. There are several ways to elaborate
on the term “cybersecurity” which also includes its definition as the most dangerous mugging
or assault, for instance, malware or phishing. Phishing is usually referred to as “brand cloning”
which is the practice of gaining unauthentic access to “personally identifiable information” to

abuse or manipulate it by pretending to be the legal and authentic user.

Phishing is a kind of scamming that uses an authentic or actual website to get and acquire
personal data. Trojan horses, Worms, and viruses are a few of the basic types of malware. A

virus is known as a small chunk of software that degrades the performance of the system or
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computer without making the user aware of such damage[8]. This can be harmful to the
operating system as well as files saved in the computer devices. On the contrary to worms and
viruses, Trojan horses pretend to be the genuine software that is launched by a particular
procedure rather than increasing in number. Similarly, unwanted emails can also cause damage
to the cybersecurity of a system. Spams on the other hand come up as text, calls, or video
communication on the system network or mobile devices. Twitter and YouTube are some of
the examples where spammers send messages and videos. Firewalls, intrusion detection
systems (IDS), and antivirus software are considered to be some components of the network
security system. IDS helps in detecting as well as identifying malicious and unauthorized

intrusion and access to the system[9].

Apart from the ones mentioned above, there are a number of cyberattacks that occur today

more frequently, A few of them have been discussed below:

2.1 Denial of Service (DoS) Attack

In this attack, an attempt is made to corrupt the user’s computing system resources by sending
a large amount of requests for it to process in a short duration. These attack types can be done
in various ways, for example, one attacker machine can perform a DoS attack on the other
(victim) machine by sending an infinite amount of network traffic packets that somehow seem
to be authentic and legitimate, for bypassing the security controls as well. Furthermore,
multiple machines can perform the distributed DoS attack which results in a similar outcome
in the victim machine[10]. In current times, DoS attacks have become more sophisticated and
more complex to detect, and the reason behind this is the readily accessibility of the attacker

tools and the proliferation of the “CyberCrime as a Service (CCaaS) market”.

2.2 Eavesdropping Attack

The attacking process of this malicious attack involves making the network communication
line sniff out and then misuse the unethically gained data. There are two possible ways for the
attacker to get to the data, either by sniffing the line passively or actively attacking the
communication line, and then replacing the messages with fabricated messages, and pretending

to be the authentic user.

Asian Journal of Multidisciplinary Research & Review
ISSN 2582 8088
Volume 5 Issue 1 - January February 2024
This work is licensed under CC BY-SA 4.0.



https://thelawbrigade.com/
https://thelawbrigade.com/
https://ajmrr.thelawbrigade.com/?utm_source=ArticleFooter&utm_medium=PDF

An Open Access Publication from The Law Brigade Publishers 6

2.3 Man-in-the-Middle Attack (MiTM)

MiTM is known as the legacy cyberattack which is done by a process where the transmitted
data gets interrupted over the communication line between the two authentic and legitimate
users who are communicating with each other[11]. In all this setup, the attacker keeps itself
either in virtual form or in physical form between both communicating users, in such a way if
A and B are two users, an attacker would act as A while communicating to the user B and it is
done through interception among both users messages and eventually by replacing the
messages with the tempered or malicious messages|[12]. The same process is repeated when
user B communicates with user A through messages. Abnormal and irregular implementation
of such attacks involves IP address spoofing, whereas the malware or harmful actor persuades
the authentic system to be an authentic and trustworthy entity so that the attacker can gain
access to the system. A message replay attack includes the transmission of the already stored
(previous) and stale messages over the communication line, which are already affected by the

malicious attacker.

2.4  Phishing Attack

These attacks are done by creating fake emails that actually appear to be real and legitimate
and then are transferred to the authentic system[13]. The intention behind doing so is to make
the naive user click on the malicious link and gain access to its personal or crucial data. Such
type of attacks uses the principles of social engineering attacks where emails are sent to the
user to appear as authentic emails so that the user can trust those emails and click them to open

them.

2.5  Password Attack
This type of attack is done by “shoulder surfing user keyboard activity”, injecting brute force
attack within the system making use of the common passwords, and then creating more

sophisticated passwords via Al techniques and applications.

All these attacks are injected within the system to disrupt its overall environment and services

and also to gain the confidential data of an individual or corporate organization. These
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malicious attackers pick up and exploit the OS's “operating system” weakness to gain access
to the OS to accomplish harmful and destructive objectives. Table 1 shows the list of a few
attacks along with their targeted devices and environment for attack along with the approaches

to identify and detect these attacks[14].

Table 1. Several attacks types, their impact, and methods to identify them

Attack goal | Attack vector | Data exposure Attack outcome Environment | Attack
detection
Hardware Individual Backdoor access; access to memory; Standalone Anomaly,
Stealing Operating System (OS) tampering device signature
information | Network Centralized monitoring software; | Corrupt device OS; exposure to Denial of | Multiple Anomaly
external 3rd party software Service (DoS) and Man in The Middle | devices
(MiTM) attack
Application, | Email, Active Directory and appli- | Access to emails, personal Information, | Multiple Anomaly
software cation servers and various applications devices and
applications
Media files Individual Access to personal data on computers and | Storage data | Anomaly
storage devices
User Individual Backdoor access; access to memory; Single & Anomaly
Tracking credentials Operating System (OS) tampering multiple users
information | Application Individual Protocols, IOS software control, DoS, | Application [ Anomaly
data DDoS and MiTM attacks
Monitoring Individual Access to personal data Single & Anomaly
user activities multiple users
Location data | Individual Access to personal data Single & Anomaly
multiple users
Hardware Individual Backdoor access; access to memory; Single & Anomaly,
Device Operating System (OS) multiple users | signature
control Network Centralized monitoring software, | Protocols, device control software, DoS, | Single & Anomaly
external 3rd party software DDoS and MiTM attacks multiple
devices
Application, | Centralized monitoring software, | Protocols, general Input Output Software | Multiple Anomaly
software external 3rd party software (I0S), software control, DoS, DDoS and | devices and
MiTM attacks applications
Location data | Individual Access to personal data Standalone Anomaly
device
3 Fundamentals of Artificial Intelligence (AI)

Al is considered to be more concerned about how machines can act or think correctly, provided
what type of information they have[15]. This universal definition involves how thoroughly and
carefully machines get adapted to act or think in a way similar to the human being, as shown
in Fig. 1. On one side of the spectrum, machines are taken as the most intelligent equipment
when they appear to be performing well and providing optimized results at every phase of the
process, while on the other end of the spectrum, a number of questions and queries arise on

their intelligence as we Turing Test.
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Think humanly Act humanly
Turing Test Maximize
outcome

Figure 1. Spectrum span from simulating human thought in processes like the Turing Test to

perform human actions for ideal results

Under this test, human-computer communication is considered to be intelligent if the response
given by the computer is not recognizable by the human whether it is original or computer
generated[16]. On both ends of the spectrum, Al symbolizes and presents computing domains
like natural language processing (NLP), logic, knowledge representation, machine learning,

automated reasoning, game theory, and mathematics[17].

After the emergence and spread of the internet at the end of the 1990s, software that acts as a
human being acquired a lot of popularity in the context of the agent-based Al also known as
bots. Ethical bots were used to keep a check on the internet to improve the search engines,
recommendations lists, and yellow pages. However, malicious bots were used to dismay the
cyber services to work and operate properly, making the service providers discourage visitors
online[18]. As a consequence of this, few of the cybersecurity research explored the solutions

to identify, detect, and safeguard cyber systems and software from malicious bots.

Cybersecurity solutions usually do the internet traffic analysis, and classify the upcoming
traffic as authentic or malicious. With the emergence of the internet, rule-based systems were
used to identify cyberattacks, where attacks were identified using signatures. For the past few
years, due to the increased number of internet-linked applications and devices, and the high
volume of network traffic in real-time, the rule-based systems take more time to analyze this
traffic and eventually make the system protection behave in a defensive manner rather than a
proactive manner. Therefore, it is high time to implement and deploy advanced tools and
technologies to identify attackers and avoid cyberattacks. Al is capable of analyzing and
classifying internet traffic intelligently and automatically. In current times, cybersecurity
solutions on the basis of ML technologies are being deployed and implemented to automate

the identification and detection of cyberattacks and improve the systems and software’s
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abilities with the passage of time[19]. ML solutions are used in IDS because of their ability to
tackle large data volumes and extensive data attributes such as huge table columns, for
classification purposes. It is worth noting that because of the extensiveness of ML in handling
cybersecurity issues, embracing ML terminology has turned out to be interchangeable with Al

in the domain of cybersecurity.

3.1 Machine Learning (ML)

To improve cybersecurity, detect phishing websites, and categorize a number of automated
new attacks before time, ML techniques and methods are implemented. In the context of the
method, ML is categorized into three main classes: supervised, semi-supervised, and
unsupervised learning[20]. In supervised learning, the machine knows about the data classes
and targeted labeling, which are then used to train the computer. In unsupervised learning, no
intended value is provided by ML. The main objective of this learning type is to determine the
association of the data. It searches for data patterns. In semi-supervised learning, some of the
data is labeled. At the time of the lettering process, problem solving and improvement in model

accuracy are done by taking assistance from human specialists.

Naive Bayes is an ML approach that is used for classifying the data on the basis of the Bayesian
theorem. In this technique, features are expected to emerge from events that are independent.
This approach makes use of the computed probability of every class over each of the instances
as a basis to determine the probability of new data samples of the class[21]. Some of the sub-

techniques of ML are discussed below:

3.2 Various Machine-learning Technologies

3.2.1 Decision Tree (DT)

A DT is the ML approach that is used to make a set of rules using the training data samples.
This ML algorithm determines the feature that is considered to be a best-classified sample of
data. The iterative segmentation makes the sequence of rules for each categorization side,
which results in a tree-like structure until data samples having only one class are identified
after segmentation. Fig. 2 illustrates the example of DT classifying the network traffic making

use of the rules leading to the classification of normal or attack (malicious) traffic[22].
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Splitting

. Root Node . Decision Node .Tﬁminal Node

Figure 2. Structure of a decision tree algorithm

3.2.2 Support Vector Machine (SVM)

In intrusion detection systems (IDS), SVMs are considered to be the most likely and most
suitable ML methods. On the basis of the labeling of different margins of each side of the
hyperplane, SVM categorizes and segments the two data classes. Fig. 3. Illustrates the visual
representation of the SVM approach. The gap among the different margins as well as
hyperplanes is possible to increase to enhance the classification outcome[23]. Here, the vector
points are considered to be the data points which are located at the boundary of the hyperplane.
The SVM approach is the classification technique. This binary categorization method predicts

the hyperplane in n-dimensional space by making use of the training set.

- - Hyperplane
— Optimal Hyperplane
£ Maximum Margin
® Class 1

@ Class2

@ Support Vectors

@ Support Vectors

Figure 3. Structure of a support vector machine algorithm
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3.2.3 Random Forest (RF)

RF is considered to be ensemble learning that makes use of different classification approaches
to create a scientific consensus regarding the issue to make the typical outcome. RF is taken as
the more developed version of CART. It generally contains several predicting outcomes that
are derived from different DTs[24]. In literature, RF is used for problems like “intruder

identification” and also to evaluate the spam quantity.

3.2.4 Convolutional Neural Network (CNN)

CNN is considered to be a multi-layer neural network. It is composed of 3 kinds of layers, as
illustrated in Fig. 4. It forms the convolutional layers, more than one interconnected layer, and
also a pooling layer. CNN structures like GoogleNet, as well as ResNet, are significantly
implemented. The algorithm takes out complicated features in high resolution and changes

them to detailed fine features[25].

Input Layer Convolutional Layers Hidden Layer Qutput Layer

Figure 4. Structure of a convolutional neural network algorithm

3.2.5 Reinforcement Learning (RL)

RL is another sub-domain of ML algorithm, which is defined as the acquiring knowledge with
reviewers as algorithms gain feedback for inaccurate or wrong predictions and forecasts[26].
Nevertheless, the RF algorithm is still not trained or informed on how to fix the issue. Rather,
the algorithm searches for and tests different alternatives until it finds out the most appropriate

solution. This technique works on the basis of rewards and punishment system.
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4 Cybersecurity and Use of AI/ML Techniques

Cybersecurity ensures the systems and applications against cybercrimes and dangers.
Cybersecurity contains a number of dimensions, for instance, malicious URL identification,
detection and then categorization, spam classification, fraudulent transactions, harmful node
creation, IDS, probing, and cyber-extortion. In addition to this, with the development of
computer systems and networks, smart networks and devices have also developed, however,
they have been rendered as the more strong target of cyber attackers and criminals[27].
Cybersecurity links with different other elements and components of cyberspace such as
internet security and safety, ICT, and network security. In this section, the three most prominent
and significant concerns of cybersecurity (Spam, IDS, and malware identification and
recognition) have been addressed in the context of AI/ML algorithms playing a major part in

identifying and detecting them.

The subsections below discuss the cyberattacks on computer systems and software
technologies while explaining how AI/ML approaches to combat and handle these cyber

issues[28].

4.1 Using AI/ML for Spam Detection

Electronic mail is considered to be the technique to send data among various individuals using
digital gadgets through the internet. It is the most commonly used tool and its popularity has
grown exponentially. Spam messages are unwanted, unnecessary, emails which is usually used
for advertisement and also to irritate the user. Such spam emails also take up a lot of email
storage space and thus decrease the duration as well as time which is spent online and also
network and software system functionality. In current times, more than 90% of the emails that
a user gets are spam. The main target of the spammers are considered to be online search
engines and emails[29]. It is not just email that is targeted while spamming, but other mediums
are also used through which spams are done such as smart phones, online communication
channels, newsletters, blogging and streaming sites. Social media platforms like Twitter (X),
Facebook and also YouTube enable the scammers to upload and share their material easily so
that scammers get benefit from these platforms. Several computer researchers are searching to

find solution to this. Spam filtration is one of the process through which emails as spam can be
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identified and then screened out the unauthentic or unwanted emails. In literature, various
strategies have been discussed and suggested about spam filtering, however, it is not efficient
as spammers have now become sophisticated enough to vary the spam terms. Anti-spam,
usually named as the “anti-spam technology” is a group of few procedures that are deployed to
combat different spam attacks while reducing its effect on effectiveness of anticipated

medium|30].

A number of ML techniques have been discussed and explained in detail in literature for spam
filtration, categorization, and detection. ML algorithms are implemented in various spam
detection fields including picture emails, Twitter, and blogging. Each of the domain has its own
classification approaches. Meanwhile various research suggest that SVM method has high
success rate than the other classification techniques. Some of the researchers have mentioned
feature selection method along with classifier to be more accurate. Decision Trees, SVM and
Naive Bayes and also Random forest are some of the most popular ML methods. Approaches
like content-based ML are implemented to segregate the spam emails through filtering feature.

It includes several spam filtering strategies and tools[31].

4.2 Using AI/ML for Intrusion Detection

There exist three significant cyber analysis types for IDS. These detections are anomaly-based,
exploit-based, or hybrid-based. Exploit-based detection detects the attacks that are known.
Anomaly detection observes the normal network as well as system activity and gets familiar

with the irregular behavior of networks and systems.

It is a crucial and difficult phenomenon to comprehend the behavior and patterns of attacks and
invaders. To tackle this, ML techniques play a significant role to predict and identify future
intrusions and attacking them in real-time[32]. Usually, intruders are detected through ML
techniques and some of the most commonly used methods include fuzzy association, decision
trees (DT), SVM, and statistical models. Several ML approaches are employed to identify and
detect the DoS attacks, for which DT could achieve 97.24% accuracy, while neural network
showed 97% accuracy, and the accuracy of Naive Bayes was 96.65% and that of SVM, it was
achieved to be 98.7%.
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4.3 Using AI/ML for Malware Detection

Malicious activities are considered “malware” which is software that is installed secretly in a
device with the intention of compromising the activities of users. This malware attacks the
confidentiality, availability, and integrity of data that is stored on software and hardware by the
perpetrator. The term ‘malware’ has been derived from the words “malicious” and “ware”.
Worms, Viruses, Trojan Horses, spyware, and adware are a few examples of these malicious
activities. This malicious software disrupts and damages the whole system and also expands to

other networks and devices[33].

ML techniques and algorithms are considered to be most effective in this concern to detect
zero-day threats and attacks and also in identifying complex malicious attacks[34]. SVM is
known to be the most researched ML approach for the detection of malware with 29%
utilization which is seconded by DT with 17% usage. In addition to this, merging different ML

techniques together with semi-supervised learning increases the accuracy and prediction rates.

Cyberattacks and threats to mobile gadgets have increased significantly with the increased
usage of mobile banking, e-commerce, and transactions. As a consequence to this, these

devices have turned out to be more prone to such attacks in comparison to personal computers.

K-Nearest Neighbor (K-NN), SVM, decision tree, and random forest are considered to be few
ML approaches that are better in terms of accuracy to detect malicious attacks and threats in
mobile devices as well as network. This accuracy of the ML classifier can also be improved by
integrating feature selection with that of the classification method[35]. There are three types of
antimalware methods (detection techniques) for mobile gadgets such as, hybrid, static and
dynamic. Static detection evaluates the program for the malicious patterns without
implementing it or deploying it. On the opposite, dynamic detection is done by executing the
actual original program and monitoring the behavior in real-time scenario. The hybrid

techniques of detection identifies the malware by integrating dynamic as well as static analysis.

In, a model has been explained and discussed named as “opcode-sequence frequency”, KNN,
decision tree and SVM were implemented to acquire the 90% accuracy. In, for identification
of malware, SVM, decision tree, RF, and Naive Bayes were used. The accuracy of detection

was found to be more in SVM technique[36].
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5 Conclusion

As a consequence of their inaccuracy and inefficiency in determining the cyber threats and
attacks within the system devices and networks, the conventional solutions of security are not
considered to be appropriate anymore. In this research article, two techniques (Al and
cybersecurity) have been explored and discussed, to provide Al-based solutions for improving
the cybersecurity of data and systems. The overview of AI/ML algorithms and techniques has
been presented in the context of detecting malicious attacks including malware attacks,
intrusion detection, and spam detection on the computer systems and networks. For handling
and addressing cybercrimes, different AI/ML approaches have been discussed which are

considered to provide better accuracy in comparison to the traditional methods and techniques.

With an aim to improve and enhance the security measures in the cyber world and digital
systems and software, it has become a global concern to increase the cyber security. In current
software applications and systems, AI/ML is used significantly and in a number of ways. For
all types of attacks, it is not accurate to recommend only one of the AI/ML techniques and
classifiers. For each of the attacks, different approaches provide better results in terms of
accuracy. The research article also covers the fundamentals of cyber security including the

categorization of intrusions on digital devices and systems.

Recently proposed Al-based solutions for cybersecurity highly emphasize ML approaches
involving the integration of intelligent and smart agents to differentiate between legitimate and
attack traffic. In such a scenario, intelligent agents work as humans with the task of determining
the most appropriate and efficient rule of classification. Nevertheless, the current cyberattack
scenario has evolved beyond merely disrupting computers to instigating chaos in society and
jeopardizing human welfare. Concerning this, the article also discussed the matter in the
context of how developments in technologies are changing the sophistication level of
cyberattacks along with their detection and mitigation. With such development, the role of Al
in cybersecurity with keep on increasing with the passage of time. New and innovative Al
approaches and algorithms need to be developed immediately to rapidly detect as well as

alleviate the attacks and threats that threaten social well-being. Most probably, cybersecurity
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solutions will progress from intelligent agents imitating human actions to replicating human

thought processes.
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